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Credentialing Payee Accounts in
CloudCheckr CMx

Credentialing AWS payee accounts in CloudCheckr CMx allows for maximum benefits for your organization and
for your customers. Credentialing accounts allows:

Best Practice Reports

Inventory of the account

Use of compliance frameworks like CIS, PCl and HIPAA
Reserved instance recommendations

Tagging information and reporting

Whenever a Payee account is added to the organization, it is strongly recommended that the account be
credentialed immediately. If the organization is using AWS ControlTower, the CloudCheckr credentialling process
can be automated. Please refer to this video.

STEP 1

e Login to the AWS Account that you wish to credential.

(Continue to Next Page)
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https://www.dropbox.com/s/cnx7e7chqilkxwo/AWS%20Control%20Tower%20and%20CMx%20Integration.mp4?dl=0

aws Credentialing Payee Accounts in CloudCheckr INN“RAIVI CLOUD

S — |

STEP 2
Login to CloudCheckr CMx.
e Navigate to “Select account” and then click on “manage accounts” page.

Cuslomers

ic intefnal - G& - DEMAO Click "Select Acount"
Welcome to CloudCheckr! B Accounts <& MAVs

You're on your way to efficient
cloud management.

Tr begin yaur Clea T experence, plevse seiect an A

Then on "Manage Accounts"

(Continue to Next Page)
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o Next, click on “List” and then locate the account that needs to be credentialed. Click on the red ‘X’ (or yellow
exclamation point)

o a
8 Customers m Accounts & MAVs € Attributes
i " ojet"
: - 44— Click here for the "List" View
Viewhy:  Hisrarchy
Irgram Micro intenal G3I - O. + NEW @
Name Provider Credentials Pravider ID Type sub Type Payer I Created Parent Graup Legacy iD
o | 4= Click here to credential s bemocomeny
the account
any ey @ 12002020 Derne Company
ny F i A @ 150751 Y
i A al 3 7
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e On the following screen click on the “Manage Credentials” link.
Edit Account X
Name required
‘ Company A-Accounting
Manage Credentials ®
Manage BIiNg Data SOUTCe
Location
Clear this field to move the account to Root
7D7Demo Company
Payee Organization
(Only applicable if account is a Payer)
| Place new payees at hierarchy root (default)
Attributes
! Country: US x  Customer: Company A x
Details
ID Created Date
f6a7e754-896e-4713-9fbf-dbaf2bbca27c 12/02/20
Legacy Account ID
10
Cloud Provider
AWS
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STEP 3

o Click on the hyperlink that launches a CloudFormation Stack. This will route directly into the AWS console and
display a CloudFormation template.
NOTE: If you click on this link before you login to your AWS account, it will not take you to the correct screen.

213133241883 £ ~
N S0

Edit AWS Credentials (213133241983) igepeip g

Note: Credentials are for a Standard (Commercial a
L prarp—

I the Biling & Cost Manaee jbos
c

-f——————— Click on the hyperlink

Receive Billing Alerts check

AWS Role ARN

[ ycae |
NOTE: Before launching CloudFormation stack,
double check that you are in the correct AWS
account
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STEP 4

e Once in the AWS Management Console and on the Quick Create stack Page:

e Under Stack name: Keep the name the same; however, it is helpful to add the Year and Month at the
end for tracking purposes (ex. cc-iam-stack-202204).

o Scroll down to CloudTrailBucket. Here you have the option of adding the Bucket name for your
CloudTrail if you want CloudCheckr to ingest the information stored in CloudTrail.

e Click on I acknowledge that AWS CloudFormation might create IAM resources.

e Then click Create stack

Credentialing Payee Accounts in CloudCheckr

Quick create stack

Template

Stack name

Stack name
coiam-stack

e letters 142 and a-2), aumbers (0-6), nd dash
Parameters

1AM Role
ExtemalAccount

352812066189

Exter

CC-F2DTABEEAZFBD 11062365 109F S0688AT

AecountType

st
Inventory
InventaryAndutitzation

udChecks to process inve
True

Billing

CurBucker

Security

o
CloudTrailBucket
AWS CloudTrail Bucket

CloudWatch Flow Logs

CloudWatehFlowLogs
process Cloudy

ﬁecowmegd adginfg %he YeaLand
‘ onth to the end of the stack name.
ex. cc-iam-stack-202104

If you have a CloudTrail Bucket and

<4——— you would like CloudCheckr to have
access to It, enter the Bucket name
here

Capabilities

@ The following resourcels) require capabilities: [AWS:1AM:Role]

Click on the "I
acknowledge..." and then

ins Identity and Access M)

at might provide entic o

Check that you want to create each of these resources and that the

[ 1 acknowtedge that Aws CloudFormation might create 1AM resources.

7 click on "Create stack”
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Adding the date to
the Stack name can
be helpful to track
how long ago the
stack was created.

When credentialing a
Payee account, DO NOT
enter the S3 Bucket
names for the CUR or for
Billing. This information
comes from the Payer

When entering the S3
Bucket name, make sure
that it is an exact match
to the S3 bucket name.

Last updated August 2022




aws

> Credentialing Payee Accounts in CloudCheckr IN “RAIVI ‘CLOUD

STEP 5
e Next, click on the “Resources” tab.

CloudFormation Stacks > cc-iam-stack-202104

Click on the Resources Tab

cc-iam-stack-202104 / Delete Stack actions ¥ Create stack ¥

Q Stack info Even

[ Stacks (9)

Outputs Parameters Template Change sets

View nested
e v ©

Events (1) [s]

418 15:06:13 UTC-0400 Q

GRESS

cc-iam-stack-202104

@

Timestamp Logical ID Status Status reason

2021-04-14 15:06:13 UTC-0400 cc-iam-stack-202104 @ CREATE_IN_F

User Initiated

StackSet-AWSControlTowerBP-VPC-ACCOUN
T-FACTORY-V1-eff42ff0-f17c-4598-8fcd-fb0.
eed040bec

StackSet-AWSControlTowerBP-BASELINE-CL
OUDWATCH-cfdfebe]-e724-44d0-a476-ba
Oe17clefe

20-09-08 15:59:03 UTC-0400

© uroare

StackSet-AWSControlTowerBP-BASELINE-CO
NFIG-19171990-15e8-44e6-aafb-81822788
1883

StackSet-AWSControlTowerBP-BASELINE-CL
OUDTRAIL-198c5495.7d76-4691-b789-c3db
33786819

9-08 15:55:53 UTC .

STEP 6
e Once stack creation is complete, click on the IAMRole hyperlink, as shown below.

Q i an @ 2131-3324-1983 ¥ N.Virginia ¥

CloudFormation

1 Stacks (9) cc-iam-stack-202104 staccactions v_| [ create stack_v
Q Stackinfo | Events tesources | Outputs | Parameters | Template | Changesets
active v | O Viewnested
1
Resources (5)
ccriam-stack-202104
2621-04-14 15:34:47 UTC-0400 a (]
StackSet-BizAppResources-Stackset-24c60538 Logical ID A PhysicallD v Type v stas v Status reason v Module v
~6ecS-42dd-h596-608eeaz2d0ad
©
CloudWatchFlowlogsPoli  cc-a-Clou .
AWS:IAM:Policy ELETE_COMPLET
o QBMKXSIMPDZL o :
StackSet-AWSControlTawerBP-YPC-ACCOUNT o
FACTORY-V1-ff421f0-117c-4589-fcd-fboee CostPolicy oo AWS:IAM:Policy DELETE_COMPLET
G27YSCEWLOUS
d040bec
. m-stack-202
lamRole lamRole-8UG7VUSSDSHE AWS:IAM:Role DELETE_COMPLET
] E
StackSet-AWSControlTowerBP-BASELINE-CLO
UDWATCH-cfdfefe1-724-44d0-a476-ba10e1 cia-Inve- ©

Telefe InventoryPolicy AWS:IAM:Policy ELETE_COMPLET

1POFHPR27BN3K

SecurityPolicy :fpf\'ig(;;ms' AWS:IAM:Policy ELETE_COMPLET B

StackSat-AWSControl TowerBP-BASELINE-CON
FIG-19171990-15e8-44e6-aafb-8182278818
83

When the stack creation is complete, click
on this hyperlink

StackSet-AWSControl TowerBP-BASELINE-CLO
UDTRAIL-198c5499-7df6-4691-b789-c3db33
786819

Feedback

e preferences
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STEP 7
e Copy the Role ARN from the following screen.

Identity and Access RolEs > coaam.stack 04l amRole-BUGTVUSSDSHE
Management (IAM) N Summary Deleta role
Dashboard am:aws-lam. 213133241303;
+ Access management Role description  £dit
Groups Instance Profile ARNs (]
Users Fath Click on this icon to
Role Greation tme  2021-04.14 1505 EOT copy the Role ARN
Polkies Lastactivity  Notaccessed in the tracking period
Identity providers Maximum session duration 1 hour Edit
Account settings GIVE NIS 1INK 10 USEFS WNG C3N SWITER Foles DTS- HSIQIN ZWS AMazon Com/SWICRIDEZTISNAME=C0-am-S1ack-202104-13MA0-BUGTVUSSDSHEAC00UNT=213133241983 £
in the conscle
v Access reports
- Permissions  Trustrelationships | Tags  Access Advisor | Revoke sessions
ve rules y -
! » Permissions policies (4 policies applied)
Analyzers
R Attach policies © Add inline policy
Folicy name = Folicy type
» ch r-CloudWalchFlowLags-Policy inln ®
- » ImIne policy x
a
v Permissions boundary (not set)
» Generate policy based on CloudTrail events

STEP 8
e Go back to CloudCheckr CMx and Paste the Role ARN in the text field and then click “Update”

—— Q nN2241983 o

Edit AWS Credentials (213133241983)  jude tein 2

& % >

Note: C

Toggle Manual vs, CloudFormation

@ ©® © 1

the Receive Billing Allrts checkbox Is selects

ogs—select True or False if you want to include th

1 Acknowledge that AWS CloudFormation might create LAM resources check Create

le ' ack  the Resources

Physical ID link foe thy

NS Role ARN 3324158510l /cc-am-stack-2021 04 amAsie-sucrvussosve. o Paste the Role ARN into this field

4———— Click "Update”
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o You will see the following confirmation once CloudCheckr has validated that it has permission to access the
AWS account.

— - 213133241983 = -
4 50

Edit AWS Cradentials (213133241983) tice pelp

& % 2

a ® @

This is the screen that you will see when update is

- m i complete

e The account is now fully credentialed. It can take 1-2 hours for the information to fully populate in
CloudCheckr.

ADDITIONAL NOTES
If you do not have access to the end customer’s AWS account, you may copy the hyperlink that launches the
CloudFormation Stack (Step 3) and send that to your end customer. They can then:

e Loginto AWS account

e C(Click the provided CloudFormation stack (or open in another tab of your web browser

e Follow steps 4-7

e End customer to email role ARN back to you

e Partner to complete Step 8
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(Continue to Next Page)

TIP

Click on the bell icon on the top right corner of the screen to see “Notifications.” This can tell you the last time
an update was done and allow you to prompt an immediate update, rather than waiting for the scheduled
update.

- o . o i 213133241983 o .

- - You can click on the "Notifications" icon to get ______-i' :
update on the account

Edit AWS Credentials (213133241983) e selp Notifications i

Billing Data Checked 1 Hour Ago

> s billing. detailed-Ene.items-with

@ % 2

53 Reports Updated 3 Minutes Ago

. e e - eettine canmot be chaneer.@liCK "Update Now" if you want to prompt
CloudCheckr to manually update earlier than — ———

n the B Cost management Dashboard of the AWS Management Consale.

a @ & MK

Roports UpdatadNever (Updoting...)

jrify that the Receive Billing Alerts checkbox is seiscted. (optiona

ack g link

Logs—select True or False If you want to inchude that policy In your template

Account Natifications

check works
Acknowiledge that AWS CloudFormation might create IAM resources checkbox and cick Create. b st
Is co stack name from the list and click the Resources tab
uthe
AWS Role ARN
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