
 

 
Last updated August 2022 

 

Credentialing Payee Accounts in CloudCheckr 

CMx 

 
 
 
 
 

 
Credentialing AWS payee accounts in CloudCheckr CMx allows for maximum benefits for your organization and 
for your customers.  Credentialing accounts allows: 

• Best Practice Reports 

• Inventory of the account 

• Use of compliance frameworks like CIS, PCI and HIPAA 

• Reserved instance recommendations 

• Tagging information and reporting 
  
Whenever a Payee account is added to the organization, it is strongly recommended that the account be 
credentialed immediately. If the organization is using AWS ControlTower, the CloudCheckr credentialling process 
can be automated. Please refer to this video. 
  
 
STEP 1  

• Login to the AWS Account that you wish to credential.   
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https://www.dropbox.com/s/cnx7e7chqilkxwo/AWS%20Control%20Tower%20and%20CMx%20Integration.mp4?dl=0
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STEP 2  
Login to CloudCheckr CMx.   

• Navigate to “Select account” and then click on “manage accounts” page.   
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• Next, click on “List” and then locate the account that needs to be credentialed.  Click on the red ‘X’ (or yellow 
exclamation point) 

 

 
 

• On the following screen click on the “Manage Credentials” link.  
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STEP 3   

• Click on the hyperlink that launches a CloudFormation Stack.  This will route directly into the AWS console and 
display a CloudFormation template.  
NOTE:  If you click on this link before you login to your AWS account, it will not take you to the correct screen.   

 

 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

NOTE:  Before launching CloudFormation stack, 

double check that you are in the correct AWS 

account 
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STEP 4 

• Once in the AWS Management Console and on the Quick Create stack Page: 

• Under Stack name: Keep the name the same; however, it is helpful to add the Year and Month at the 
end for tracking purposes (ex. cc-iam-stack-202204). 

• Scroll down to CloudTrailBucket.  Here you have the option of adding the Bucket name for your 
CloudTrail if you want CloudCheckr to ingest the information stored in CloudTrail.   

• Click on I acknowledge that AWS CloudFormation might create IAM resources. 

• Then click Create stack 
  

 
 
 
 
 
 

Adding the date to 

the Stack name can 

be helpful to track 

how long ago the 

stack was created.   

When entering the S3 

Bucket name, make sure 

that it is an exact match 

to the S3 bucket name. 

When credentialing a 

Payee account, DO NOT 

enter the S3 Bucket 

names for the CUR or for 

Billing.  This information 

comes from the Payer 



 

 
Last updated August 2022 

 

Credentialing Payee Accounts in CloudCheckr 

CMx 

STEP 5  

• Next, click on the “Resources” tab.   
 

 
  
STEP 6 

• Once stack creation is complete, click on the IAMRole hyperlink, as shown below.  
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STEP 7 

• Copy the Role ARN from the following screen.   
 

 
  
 STEP 8 

• Go back to CloudCheckr CMx and Paste the Role ARN in the text field and then click “Update” 
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• You will see the following confirmation once CloudCheckr has validated that it has permission to access the 
AWS account.  

 

 
 

• The account is now fully credentialed.  It can take 1-2 hours for the information to fully populate in 
CloudCheckr.   

  
ADDITIONAL NOTES 
If you do not have access to the end customer’s AWS account, you may copy the hyperlink that launches the 
CloudFormation Stack (Step 3) and send that to your end customer.  They can then: 

• Log into AWS account 

• Click the provided CloudFormation stack (or open in another tab of your web browser 

• Follow steps 4-7 

• End customer to email role ARN back to you 

• Partner to complete Step 8 
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(Continue to Next Page) 
 
 
TIP 
Click on the bell icon on the top right corner of the screen to see “Notifications.”  This can tell you the last time 
an update was done and allow you to prompt an immediate update, rather than waiting for the scheduled 
update.   
 

 


