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Credentialing Users in CloudCheckr CMx

To login to CloudCheckr CMXx, Go to CloudCheckr.com and click on “Login” or go directly to app-
us.CloudCheckr.com

Q  contactsales support |( Signin )
CloudCheckr Sotons  Products  Parners  Resources  Abowt s (il

ake Control
of Your Cloud

CloudCheckr brings visibility and intelligence to help you lower costs, maintain

security and compliance, and optimize resources. Manage your single or mu'ti-
choud infrastructure with CloudCheckr.

S

Note: Users with Full Administration permissions from the legacy CloudCheckr will be able to login using the
same email and password; however, if they do not have Full Administration permission, they will need new
permissions associated with their email address.

If you are unable to log in, or are unable to see any accounts to select, please talk to your company’s
CloudCheckr Administrator and request that your access be updated in CMx.

GRANTING USER ACCESS

There are 3 components involved with granting access to CloudCheckr.

e Users: a user is the individual with valid CloudCheckr username and password that enables them to login
to the application. A user will also need a role to be able to access accounts and/or features within
CloudCheckr

e Permission Sets: A permission set is a template that contains a collection of permissions which, when
applied to a role, allow a user to see or manage reports or features. Permission sets can be applied to
one or many roles.
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e Roles: A role is where the user and the permission sets are combined to grant access to accounts, MAVS
and Account Hierarchy folders.
USERS
e Toreview a list of users, go to Settings > Access Management > Users. The users from the legacy
Cloudcheckr user interface have already been migrated into CMx and you will only need to configure the
relevant permissions.
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e On this screen, it is possible to add a new user, view when a user last logged in and what role(s) has

been assigned to a user.
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e Users without a role assigned will not be able to see or select any accounts to review.

WA CLOUD Q select Account 5}

Users Roles Permission Sets  Clients
Review 'Last Login' and consider removing

people who have never logged in or have
/ not logged in fofa long time @

Last
ser reetes activte  personal Notes — o
ogin

)6/21/19 Never

ta Company

SremmEecn @ <~—_'_______:___ No Roles assigned
for these users

@ingrammicro.com  Cgopeors 7z

@ingrammicro.com

Note: This is a good opportunity to clean up your user list. If
someone has not logged in for an extended period or is no longer
with the organization, consider removing them as an authorized
user. Itis also important to communicate with your end users so
they can notify you of any changes to their authorized user list.

(Continue to next page)
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PERMISSION SETS

e Click on Permission Sets

= « Q Select Account 5 i

-

Users Roles  Permission Sets  Clients

+ NEW

Roles Description Permission Sets Created Last Modified

e Here is a list of default permission sets available for easy selection. It is also possible, and
recommended, to create custom permission sets that allow for granular control over exactly which
features and reports the user can see. Taking the time to create custom permission sets that match
your exact use case will save time in the long run as you will be able to re-use them with each new
customer and user.

Default Permission Sets

Customized Permission Sets
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e Tocreate a Permission Set, click on “+NEW”

IN RAM

Users Roles Permission Sets  Clients

+ NEW

—

e Give the Permission Set a Name. Then select the permissions to include in this set. You may want to

consider adding “internal” or “end user” to permission set names to easily identify which user type gets
a particular permission set.

e Every Permission set needs a cost permission added to it. For End Users, select “LIST cost only.” For

Internal users, you may want to allow them access to actual and list cost or perhaps just one of the two
cost types.

Create Permission Set X

Choose a name for your Permission Set Name requis
permission set 2 erhision e

o permissionts) selected O

Select the permissions you
wish to include within the
Permission Set

Save your selections

5

SAVE
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ROLES

Before creating a role, take into consideration the general job description and access needed for the
role. For example, consider restricting end users so they can only look at the accounts and MAVs for
their own company. For internal users, consider restricting access to just the features needed to
perform their duties. Depending on how your company has integrated CloudCheckr into your business
model, you can restrict a user from seeing some or all of CloudCheckr’s features, as well as only being
able to see their accounts.

e Click on Roles and click on “+NEW”

- Q select Account 5}

Users Roles  Permission Sets  Clients

oo |

Roles Description Permission Sets Created Last Modified

Users Roles Permission Sets Clients

+ NEW
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e  When choosing how to name a role, consider adding the name of the company for which the role may
be used and what type of user is getting the role. For Example, Company X — Management or Company Y
— Finance or MyCompany — Tech Team.

Tip: After you enter the “Name” field, you must save before going to the next step.

0 user(s) Selected

RA Q
< Role Management
Create New Role

< After entering the Name, you MUST hit
cAncE "SAVE" before going to the next step
m wquired Created
Description

Clients

ser Management

Select Account 5

Last Mod|fied

e Under “User(s)” select the user you want to add to this Role

< Role Management

Acme Corp-Technical End User

Description

Q

Select Account 5§
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e Under Permission Sets, you can choose more than one permission set, should you decide this user needs
extra privileges within CloudCheckr

Select Account

< Role Management

Acme Corp-Technical End User

Last Modified

e Next, under the Accounts tab, you can select which accounts all users with this role have access to. If
you have setup Account Hierarchies, you can use that rather than selecting individual accounts.

< Role Management

Acme Corp-Technical End User

[ petete ]

Name Created

Acme Corp-Technical End User

Description

Assets

Selected

This is an example of a Multi-Account View (MAV)

This is an example of an account hierarchy folder

This is an example of a single account in CloudCheckr
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e Once you have made all your selections, make sure to hit SAVE again.

e Select Account 5

< Role Management

Acme Corp-Technical End User

“\ Remember to save your
Name - selections created Last Modified
Comp-Technical End Uses e s JHORIZ0I 0814 Pl
Description
Assets
ission Sets () fient

o client(s) Selected

e If you click “Roles Management” at the top left of the screen and click on the Roles tab, you will see the

role you just created.

select Account 5}

Users Roles Permission Sets  Clients

+ NEW

Deseription Permission sets Created Last Modified

Roles
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e To see the roles that were added to the selected user, click on “Users” at the top of the screen. Users
can have multiple roles. This means it is not necessary to create a new permission set every time you

want to add a privilege.

Users |Roles Permission Sets  Clients

+ NEW

Last .
User Role(s) Created Activated? Personal Notes

Login

bertrand.brelier@ingrammicro.com 06/21/19 Never Yes

As you can see, a user
can have multiple roles

neal.flaxman@ingrammicro.com 09/27/18 10/02/18 Yes

Creating permission sets and roles that coincide with how you and your end users use CloudCheckr can really

save time and promote a more secure CloudCheckr environment.

Itis a best practice to regularly review user access lists to ensure that users who no longer need access to

CloudCheckr are removed.
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